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ship no. 1 — Cloud Readiness and Architecture
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Cloud Computing: “Consumer” Versus “Enterprise” Viewpoints
Source : Gartner

Consumer’s perspective Entreprise’s perspective

* |[T-Automated Change
= sers—Bypaz= IT
= Standardize resources

* Cazual usa
= Work with who you want
= Low to no prices

Enterprises are just * Unpredictability
wakingto what
consumers have + Captx 1o OpEx
= Tools, not Tech. ) o
= Others do the work benefited from fora » Rationzlization,
Collaba Capa hilities hil A viabl consclidation, elimination
Ac abarate H wls S = Economies of scale
cess Amnners Cloud Computing » Pay for Use
option
-‘H
= Bocizlize 4 = Buy only what you need
= Dig It Youwrszalf * 5labal Reach
* Leverage others'experiences = Loweer Barriers
A

Cloud Intra and Security in the Cloud

o COLTESS e - ) . Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine
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) no. 1 — Cloud Readiness and Architecture
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End Users

- Resources Managed at Each layer Examples:
‘\51 ......................
\ \» < > Business Applications, Google Apps,

T Web Services, Multimedia Facebook, YouTube
Soft\:vare asa N Saleforce.com
Service (Saa$) Application

Software Framework (Java/Python/.Net) Microsoft Azure

Platformasa > Storage (DB/File) Google AppEngine
Service (PaaS) A :

Platforms st s

-------------------- _ : Amazon EC2,
Computation (VM) Storage (block) Lt GoGrid
Flexiscale

Infrastructure Infrastructure |~

as a service (laaS)
CPU, Memory, Disk, Bandwidth

Hardware

Source :Original paper : *’Cloud computing: state-of-the-art and research challenges.” Qi Zhang, Lu Cheng, Raouf Boutaba

Cloud Intra and Security in the Cloud Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine




ip no. 1 — Cloud Readiness and Architecture

Geolocation constraints S:;:;c:r:‘.g\r::l
Are you ready to
adopt the Cloud?

Decision Making Aid

INSTITUT DE RECHERCHE

Score of criteria
aggregation

CLOUD SOLUTION

Cloud Intra and Security in the Cloud

S - ) ) Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine




ip no. 1 — Cloud Readiness and Architecture

: : Service Level
Geolocation constraints
», ‘ | Agreement |

Are you ready to
adopt the Cloud?

INSTITUT DE RECHERCHE
TECHNOLOGIQUE

Data Security

o
w?

PRIVATE CLOUD PUBLIC CLOUD HYBRID CLOUD

Cloud Intra and Security in the Cloud

S S - ) ) Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine
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Cloud intra and inter-
Operability

Lamine SAMB




0. 2 — Cloud Intra and Inter-operability
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EEEEEEEEEE Context

d Smart placement of VMs and Networks

O Energy efficiency : repacking and migration

O Enable interoperability between different federated cloud
providers

Security in the Cloud Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine
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, Not a project, but
important to

understand the

relationship

Datab\_ase

b
Mysol

hip no. 2 — Cloud Intra and Inter-operability

Openstack Architecture

Common Ul

) Ul for y Ul for -
g 4 Auth for - ey
_,/,,/,(5- ~ Provide D — ac! ]i::@’

Nt e Compute - -,,s:;'.‘.‘n @ - PR
i e D Image ‘
Provides ;,><_/ /4//‘

\\\ \ , /_/"

- \ Provides > il
s Provides Auth for ol

o O o, 3

e  Auth for Y010 -

. P

Not a project, but
important to Access Control
understand the
relationship

Architecture - Mouad

Interoperability - Lamine

Security in the Cloud

) Business Plan - Anca
- Yassine
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Openstack Architecture

Not a project, but
important to
understand the
relationship

Common Ul

Database
N

My SOt

hetp /en pepple o
Not a project, but
important to
understand the
relationship

openstack

Access Control

Security in the Cloud

N ' e . Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine
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e EaRe NOVA Scheduler

New Virtual

Frattd Cloud controller spread across mulitple nodes
achine

Database, APl server, Network controller,
Scheduler, Volume controller, Objectstore or Glance server

New Virtual
Machine

Ational) Monitoring

¥
Internet

(optional) VPN
giving access to
cloud administrators

Security in the Cloud

) Business Plan - Anca
- Yassine

Architecture - Mouad Interoperability - Lamine
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NOVA Scheduler: Example

—» Filters —»

g~ -» Weighting -—’-1 J
‘ ‘ Host 1 i

Hosts chosen after filtering
and sorted after weighting
(here the best variant is
Host 5, the worst — Host 6)

Security in the Cloud

LR e . Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine




SLlStemx ship no. 2 — Cloud intra and inter-operability
reemoLoGiuE NOVA Scheduler: Example
3\
| Host1 ’ Cose ™' Cost --Wﬂigl‘l1=1_2’ " Host 4 J

Costcost Corgost ﬂ|mz-ar' “host1 |
h -- > rost3
= I

vouz |
o
o
o

I ; |
| Host 6 ’ %ﬁ':\m -|Wumu=n' Host 2
J
Hosts Costs of the hosts capabiliies | | Weights- || Sorted
from the pool relative to the request specifications | |sums of costs| | list of hosts
of hosts

Security in the Cloud

L - R . Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine




SLIste mX 0. 2 — Cloud Intra and Inter-operability

INSTITUT DE RECHERCHE

Project Goals

¢ Get a Handle on OpenStack architecture and components

¢ Propose new scalable optimization algorithms for :
o Vms placement
2 Vms repacking
- Network placement
2 Network re-mapping

Security in the Cloud Business Plan - Anca
Architecture - Mouad Interoperability - Lamine - Yassine
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INFREP Scheduler

New Virtual
Machine

.. . . er spread across mulitple nodes
arver, Network controller,
. ne controller, Objectstore or Glance server

New Virtual
Machine

(optional) Monitoring

¥
Internet

(optional) VPN
giving access to
cloud administrators

Security in the Cloud

Architecture - Mouad Interoperability - Lamine - Yassine

Business Plan - Anca
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INFREP Scheduler

ip ho. 2 — Cloud Intra and Inter-operability

.. . . roller spread across mulitple nodes

)| server, Network controller,

.. I In slume controller, Objectstore or Glance server
Al Mz

4 Compute nodes with disks
Servers running virtual instances

e
s

b | sle
Mew Yirt,

Machine

New Virtual
Machine

(optional) Monitoring

¥
Internet

(optional) VPN
giving access to
cloud administrators

Security in the Cloud

) Business Plan - Anca
- Yassine

Architecture - Mouad Interoperability - Lamine




SLlStem % hip no. 2 — Cloud Intra and Inter-operability
e INFREP Scheduler
o000
(------‘ ¢ InfRep *= Userg “Servies |
[ ]
Datacenter ]
oordinator
> | InterCloud
i St - /
\ VMS‘:!: ‘zl:a ,’Operational\ Business /" /
""" < Inkep User
..
Datacenter
Coordinator
Ji. » f I I )
'«\VMS‘:S:AQQ {‘/ Operah‘onal\ Business "‘
Security in the Cloud

Business Plan - Anca

- Yassine
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Cloud Security

Yassine SBAI
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xxxxxxxxxx - How to secure a cloud ?

Sl,lstem)( . Internship no. 3 - Security in the cloud

o Five important criteria :

v Confidentiality

v Integrity

v Availability

v Non-repudiation
v Authenticity

Cloud computing needs more security : data segregation,
data breach, web application security ...

. Busi -
Architecture - Mouad —m usiness Plan - Anca




SLIStemX . Internship no. 3 - Security in the cloud

. Example of security services in AWS

0 Secured access

-amazon

===

o Firewalls .

t
'

web services

o Authentication
o Virtual Private Cloud (VPC)

o Dedicated connection

; o1 . Busi .
Architecture - Mouad Interoperability - Lamine m usiness Plan - Anca
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i Fully homomorphic encryption

qute m)( . Internship no. 3 - Security in the cloud

Allows to do compute operations on encrypted data (C1,C2, ..., Cn) corresponding to
the clear data (P1,P2,...,Pn) using an algorithm noted by « Evaluate » with an input (f,
(C1,C2, ..., Cn), pk) and outputs Enc(f(C1,C2, ..., Cn)).

Client Company Cloud Provider

Enc (a), Enc (b}, Enc (c), ..

|

Request = f (a,b)

|

Enc(f(a,b))

W

Business Plan - Anca

Architecture - Mouad Interoperability - Lamine m
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xxxxxxxxxx au Fully homomorphic encryption

Sl,lstem)( . Internship no. 3 - Security in the cloud

Client

Google Search

Encrypted request

-

Encrypted result

e—————

: Busi ;
Architecture - Mouad Interoperability - Lamine m usiness Plan - Anca




nnnnnnnnnnnnnnnnnnn
:::::::::::::

Business Plan

Anca ZANFIR




.
. 000
000‘

qutemx

Internship no. 4 - Business plan

INSTITUT DE RECHERCHE
TECHNOLOGIQUE

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009

Architecture - Mouad Interoperability - Lamine
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TECHNOLOGIQUE Clients

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009

Internship no. 4 - Business plan

i B . Busi -




Internship no. 4 - Business plan

INSTITUT DE RECHERCHE

TecmoLoGauE Value Proposition

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009 .
La proposition

de valeur

i B . Busi -




Internship no. 4 - Business plan

INSTITUT DE RECHERCHE

it Channel Distribution

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009 .
La proposition

de valeur

i B . Busi -
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et Customer Relationships

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009

qutemx ’ Internship no. 4 - Business plan

La proposition
de valeur

0 e : Busi -
31
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o Revenue Streams

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009

qutemx ’ Internship no. 4 - Business plan

La proposition
de valeur

. | S ——
0 ore : Busi -
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TECHNOLOGIQUE Key Resou rces

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009

qutemx . Internship no. 4 - Business plan

La proposition
de valeur

: —
- ore : Busi >
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TECHNOLOGIQUE Key ACtiVities

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009

qutemx N Internship no. 4 - Business plan

Les activités La proposition
clés de valeur

: —
- ore : Busi >
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TECHNOLOGIQUE Key Pa rtners

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009

qutemx N Internship no. 4 - Business plan

Les activités La proposition
clés de valeur

Les
partenaires
clés

: —_—
- o . Busi -
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Internship no. 4 - Business plan

INSTITUT DE RECHERCHE

TECHNOLOGIQUE PrOduct Costs

Source: Alexander Osterwalder, Yves Pigneur — Business
Model generation, 2009 5 G 2 .
Les activités La proposition

clés de valeur

Les
partenaires
clés

Les couts

: | S ——
- - . Busi -




uuuuuuuuuuuuuuuuuuu
sssssssssssss

Thank you for your
attention!
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VMs placement problem

Problem definition: given an end-user request (expressed as virtual
resources often considered as VMs) of size N, to host on a physical Demands
substrate of X Servers, how to optimally determine the best placement management
of all the VMs according to different constraints: geolocation,
affinity/anti-affinity constraints, ... ?

BE placoment
5 ' placement

App App App @
Cloud End-Users
App App

4_________
5

Eq'ggﬁ[gem N
-, | S
; ) ¥ =277
: App .npp App App App App i Optl m al
| ' Placement Aw Aw nop | [l [2op || | Aep App App
- :

ESX l

Physical substrate

Benefits:

0 Optimized resource consumption

0 Reduced operational costs

a ...etc.

o Exponential number of constraints

Problem challenges —— J
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Systemx

¢ Motivations

ENTRETIEM

Patrick Debus-Pesquet, Numergy :
"Supporter un million de VM a I'horizon

2015/2016"
Christophe Bardy & m,.; J=| "_‘!’Jn m Share | n D u Eﬂ

[section_title title=1 - Numergy : Une infrastructure initiale sous VMware vsphere...] [Note :
La version initiale de I'article indiquait de fagon incorrecte des SLA de 99,7, 99,8 et 99,9%
pour les différentes offres de Numergy, au lieu de 99,7%, 99,9% et 99,99%. Ces
informations ont été corrigées dans cette version de 'article] La semaine derniére,
LeMaglIT a pu s'entretenir avec Patrick Debus-Pesquet, le directeur technigue de Numergy,
la filiale cloud de SFR, Bull et Caisse des dépdts et Consignations. Arrivé chez I'opérateur de
cloud francgais le 10 decembre dernier. Patrick Debus Pesquet a un long historique dans
I'informatique. Ce diplédmé de I'lEP de Lyon a commenceé sa carriére chez Shell en tant
qu’analyste SNA, avant de travailler pour Aérospatiale, Renault et SITB (aujourd’hui Atos
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App App App ﬂ
Cloud End-Users
App App

App

Due to fluctuations in Demands

c management

4_________ - e o - -
[¢]

Problem Complexity :
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nnnnnnnnnn que Mathematical formulation:

N |1 N I

Formulation as ILP: Lo minZ = ZZ Vi Yi — ZZ Pj X

i=1 j=1 i=1 j=1

The corresponding mathematical

Subject To:
X; SCijyij,Vj el,i :1,_N

N -

> x;=d;, Vjel
i=1

X; e N, Vi, |

1if VMJ. IS hosted in server i
yij —

O else.
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TECHNOLOGIQUE Minimum Cost Maximum Flow Algorithm

Systemx

Instance |

Legend: (capacity; cost)
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TECHNOLOGIQUE Minimum Cost Maximum Flow Algorithm

TECHNOLOGIQUE

Small Instance
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TECHNOLOGIQUE Simulation Tests: Case of (0;1) Random Costs

Systemx

( Random Hosting Costs Scenario}

—— Exact costs for 3 instances
-—--MCMF costs for 3 instances
—v— Exact costs for 5 instances
-+ -MCMF costs for 5 instances | —
—+— Exact costs for 8 instances
—+-MCMF costs for 8 instances

Cloud Provider's costs

———
——
—_—
[ —
= m———
——
—_—
——
—

— e e
—— e ——
el —

i | | | | | |
%0 40 60 80 100 120 140 160 180 200
Number of Physical Machines



Smart Placement in Clouds
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TECHNOLOGIQUE Simulations Tests: Case of Inverse Hosting Costs:

2 | | | | |
0 o —
i)
(2]
S -11 .
W Exact and MCF costs for 3 types of instances
2 —=— Exact and MCF costs for 5 types of instances
3 2 —+—Exact and MCF costs for 8 types of instances | |
— -
o
RS 2
o
O
- |
-5 - " - —
_ | | | | | | | |
%0 40 60 80 100 120 140 160 180 200
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